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CERTIFICATE AS TO PARTIES, RULINGS, AND RELATED CASES

A. Parties and Amici.

The plaintiffs-appellees are the Center for National
Security Studies, Anerican Civil Liberties Union, Electronic
Privacy Information Center, Anerican-Arab Anti-Discrimnation
Comm ttee, Anerican Immgration Law Foundation, Anerican
| mm gration Lawers Association, Amesty International USA, Arab-
Anerican Institute, Asian-American Legal Defense and Education
Fund, Center for Constitutional R ghts, Center for Denobcracy and
Technol ogy, Council on Anerican Islamc Relations, First
Amendnent Foundati on, Human Ri ghts Watch, Miltiracial Activist,
Nat i on Magazi ne, National Association of Crimnal Defense
Lawyers, National Black Police Association, Inc., Partnership for
Cvil Justice, Inc., People for the Arerican Way Foundati on,
Reporters Commttee for Freedomof the Press, and the Wrld
Organi zati on Agai nst Torture USA

The defendant-appellant is the United States Departnent of
Justi ce.

The Washi ngton Legal Foundation and the Jewi sh Institute for
Nat i onal Security Affairs filed an am cus brief in support of
defendant in the district court and have informed us that they
plan to file an am cus brief on appeal.

B. Rulings Under Review.

______The ruling under reviewis the district court’s opinion and

order of August 2, 2002 (per Kessler, J.), granting in part and



denying in part plaintiffs’ notion for summary judgnent, and
granting in part and denying in part defendant’s notion for
sumary judgnent. The opinion will be published; currently it
may be found at 2002 W. 1773067 (D.D.C. 2002).

C. Related Cases.

This case has not previously been before this Court or any
ot her court, and counsel is not aware of any related cases within

the meaning of D.C. Crcuit Rule 28(a)(1)(C.

Mark B. Stern
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IN THE UNI TED STATES COURT OF APPEALS
FOR THE DI STRICT OF COLUMBI A CIRCU T

No. 02-5254

CENTER FOR NATI ONAL SECURI TY STUDI ES, et al.,
Plaintiffs-Appellees,

V.

UNI TED STATES DEPARTMENT OF JUSTI CE,
Def endant - Appel | ant .

ON APPEAL FROM THE UNI TED STATES DI STRI CT COURT
FOR THE DI STRI CT OF COLUMBI A

BRI EF FOR APPELLANT

STATEMENT OF JURISDICTION

The district court had jurisdiction over this action under
US C 8§ 552(a)(4)(B). On August 2, 2002, the district court
entered an order conpelling defendant to produce certain
i nformati on requested by plaintiffs. On August 8, 2002,
defendant filed a tinmely notice of appeal. See Fed. R App. P
4(a)(1)(B). This Court has jurisdiction under 28 U S. C
§ 1292(a)(1).

In response to this Court’s order of August 21, 2002,
def endant states that this appeal is |[imted to that portion of
the district court’s order requiring the disclosure of the nanes

of the detainees and their attorneys.



STATEMENT OF THE ISSUE PRESENTED FOR REVIEW
Whet her the district court erred in ordering the disclosure
under the Freedom of Information Act, 5 U S.C. § 552, of the
identities of individuals detained in connection with the
governnment’s investigation of the Septenber 11 terrorist attacks,
and of the identities of their attorneys.
STATEMENT OF THE CASE
Plaintiffs brought this action under the Freedom of
Information Act, 5 U S.C. 8§ 522, seeking the disclosure of
i nformati on about individuals detained in connection with the
government’s investigation of the Septenber 11 terrorist attacks.
On cross-notions for summary judgnment, the district court ordered
the governnent to release the identities of the detainees and of
their attorneys, holding that this information was not exenpt
fromdi sclosure under the FO A. The governnent appeal ed, and the
district court stayed its order pendi ng appeal.
STATUTORY BACKGROUND
The Freedom of Information Act, 5 U. S.C. § 552, seeks “to
bal ance the public’s need for access to official information with

the Governnent’s need for confidentiality.” Weinberger v.

Catholic Action of Hawaii, 454 U S. 139, 144 (1981).! To that

end, the statute generally nandates discl osure upon request of

! The full text of the pertinent statutory provisions is set
forth in an addendumto this brief.
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records held by an agency of the governnment but specifically
exenpts nine categories of records fromthe general disclosure
requirenent.

The ruling on appeal concerns the application of three
subsections of Exenption 7, which applies to “records or
i nformation conpiled for | aw enforcenent purposes.” 8§ 552(b)(7).
As relevant here, this provision exenpts those records or
information fromdisclosure if their production

(A) could reasonably be expected to interfere with

enforcenment proceedings, . . . (C could reasonably be
expected to constitute an unwarranted invasi on of
personal privacy, . . . or (F) could reasonably be
expected to endanger the |ife or physical safety of any
i ndi vi dual .

The case al so involves the application of FOA Exenption 3,
8 552(b)(3), which enconpasses information that is “specifically
exenpted fromdisclosure by statute.” 8§ 552(b)(3). This appeal
involves the interrelationship of that provision and Fed. R
Ctim P. 6(e)(2), which provides that the governnent “shall not
di scl ose matters occurring before the grand jury.”

STATEMENT OF THE FACTS

A. The Investigation Of The September 11 Attacks And
Related Terrorist Threats.

1. In response to the terrorist attacks of Septenber 11
2001, the President ordered, and Congress specifically approved,

the use of “all necessary and appropriate force agai nst those
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nations, organi zations, or persons” determ ned by the President
to have “planned, authorized, conmitted, or aided the terrorist
attacks.” Authorization for Use of MIlitary Force, Pub. L. No.
107-40, 115 Stat. 224 (2001). Congress enphasized that the
terrorists “continue to pose an unusual and extraordi nary threat
to the national security and foreign policy of the United
States.” 1bid. It also stressed that “the President has
authority under the Constitution to take action to deter and
prevent acts of international terrorismagainst the United
States.” 1bid.

The President ordered a worl dw de investigation into the
Septenber 11 attacks and related terrorist threats to the United
States. See Declaration of Janmes S. Reynolds at § 2. This
investigation is ongoing and extrenely sensitive: the FBI and
ot her | aw enforcenment agencies continue their efforts to identify
and apprehend t hose responsible for Septenber 11 and to prevent
further attacks. |[bid.

2. The governnent has detai ned a nunber of i ndividuals
during the course of this investigation. As relevant here, the
detainees fall into three general categories. Al three
categories of persons were originally detained because evi dence
suggested they m ght have connections with, or possess
i nformati on pertaining to, terrorist activity against the United

States. Reynolds Dec. { 10; Watson Dec. | 8.



The first category of detainees conprises those persons who
were questioned in the course of the Septenber 11 investigation
and detained by the INS for violations of the inmgration | aws.
Reynol ds Dec. T 10. Law enforcenent agents | earned of these
violations in the course of questioning the subjects, often from
t he subjects thenselves. In sonme instances, they al so determ ned
that the detainees may have links to other facets of the
investigation. |bid.; Watson Dec. { 8. The INS instituted
removal proceedi ngs agai nst many of these aliens. Hundreds have
been deported. Qhers have been released. During the
investigation, a total of 751 individuals have been detained on
immgration violations. Opinion (“Qp.”) 7. As of June 2002,
only 74 were still in custody. |[bid.

I ndi vi dual s detained on immgration charges are provi ded
with lists of attorneys who are willing to represent themon a
pro bono basis. See Reynolds Dec. T 21; 8 U.S.C. 8§ 1229(b)(2).
“No one has been denied their right to talk to an attorney.”
Reynol ds Dec. 21. They have access to the courts to file habeas
petitions. They also are able to contact reporters or nenbers of
the public at large. [1d., ¥ 23.

The second category of detainees consists of individuals
hel d on federal crimnal charges. Reynolds Dec. § 27. Wile the
nature of the charges pendi ng agai nst each of these detainees

varies, until these investigations are concluded, none can be



elimnated as a potential source of relevant or probative
information. 1did. As of June, 2002, as result of the

i nvestigation, 129 individuals have been charged and detai ned on
federal crimnal charges, and 73 were still in custody. See Def.
Response to Order of May 31.

The third category consists of persons detained after a
judge issued a material witness warrant to secure their testinony
before a grand jury. Reynolds Dec. T 31; see also 18 U. S.C
8§ 3144. The district courts before which the wi tnesses have
appeared have issued sealing orders that prohibit the governnent
fromrel easing any information about the proceedings. Reynolds
Dec. T 32. The governnent has not publicly rel eased the nunber
of individuals being held on material witness warrants. Like
t hose persons held on crimnal charges, those detained on
material witness warrants are provi ded court-appoi nted counsel .
Reynol ds Dec. { 21.

B. Plaintiffs’ FOIA Requests.

The plaintiffs in this case are organi zati ons seeking
i nformati on about the individuals detained in connection with the
government’s investigation. |In Cctober 2001, the plaintiffs
submtted three FO A requests to the Departnent of Justice.
Each request sought information regarding
the individuals ‘arrested or detained,” in
the words of Attorney Ceneral Ashcroft, in

t he wake of the Septenber 11 attack and
referred to by the President, the Attorney
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General and the FBI Director in various
public statenents.

Hodes Dec. Exh. A

The requesters sought four types of information regarding
the individuals arrested or detained in the wake of the Septenber
11 attacks:

1. (1) their nanes and citizenship status; (2) the
| ocati on where each individual was arrested or detained
initially and the | ocation where they are currently
held; (3) the dates they were detained or arrested, the
dates any charges were filed, and the dates they were
rel eased, if they have been rel eased; and (4) the
nature of any crimnal or immgration charges filed
agai nst them or other basis for detaining them
including material w tnesses warrants and the
di sposition of such charges or warrants.

2. The identity of any |awers representing any of these
i ndi vidual s, including their nanmes and addresses.

3. The identities of any courts, which have been requested
to enter orders sealing any proceedings in connection
with any of these individuals, any such orders which
have been entered, and the |legal authorities that the
government has relied upon in seeking any such secrecy
or ders.

4. Al'l policy directives or guidance issued to officials
about maki ng public statenents or disclosures about
t hese individuals or about the sealing of judicial or
i mm gration proceedi ngs.

Reynol ds Dec. | 6.

The governnent has publicly disclosed much of the requested
information. For INS detainees, the governnent has rel eased (1)
their place of birth, (2) their citizenship status, (3) the
i mm gration charges brought against them and (4) the date

charges were filed. Reynolds Dec. T 7; Exhs. 5-6 to Def. Mdtion
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for Summ Judgnent. Wth respect to the detainees facing federal
charges, the governnent has disclosed (1) their nanmes, (2) the
dates any charges were filed, (3) the date the detainee was

rel eased, if released, (4) the nature of the crimnal charges
filed against them and (5) their lawer’s identity. Reynolds
Dec. 1 8. The governnent has al so rel eased two docunents in
response to the request for “policy directives.”

The governnent wi thheld the remainder of the information
requested by plaintiffs. Wth respect to the INS detai nees, the
government w thheld the nanmes of those detained, the dates and
| ocations of their arrest and detention, the dates of release of
t hose who were released, or the identities of their | awers.
Reynolds Dec. f 11. Wth respect to those facing federal
crimnal charges, the governnent refused to disclose the dates
and | ocations of the detainees’ arrest or the dates and | ocations
of detention. Reynolds Dec. § 28. The governnment also withheld
all of the information with respect to the material wtnesses.
Reynol ds Dec. { 31.

The governnent determ ned that the rel ease of the w thheld
i nformation could conprom se the ongoing terrorisminvestigation,
threaten public safety, and invade the personal privacy and
threaten the safety of detainees and material w tnesses. The
governnment thus concluded that the information is subject to FOA

Exemptions 7(A), 7(C, and 7(F). Reynolds Dec. 9T 12-38.



Wth respect to material w tnesses, the governnent invoked
not only Exenption 7 but al so Exenption 3, noting that the
information at issue is shielded by Fed. R Crim P. 6(e), which
prohi bits the disclosure of information about grand jury
Wi tnesses. Reynolds Dec. § 33.

C. District Court Proceedings.

1. On Decenber 5, 2001, plaintiffs filed this FO A action
in district court to conpel disclosure of the information that
t he governnent believed to be exenpt fromdisclosure. See
Conpl ai nt .

The parties filed cross-notions for sumary judgnent. In
support of its notions, the Governnent submitted the decl arations
of Janes Reynolds, Director of the Terrorismand Violent Crine
Section of the Department of Justice, and of Dale Watson, FB
Executive Assistant Director for Counterterrorism career
officials with central responsibility for the ongoing terrorist
i nvestigation. See Reynolds Dec.; Reynolds Supp. Dec.; Reynol ds
Second Supp. Dec.; Watson Dec. These declarations explained that
rel ease of the requested information would effectively provide
terrorist organizations with an overvi ew of the governnent’s
terrorist investigation. See Reynolds Dec. 16; Reynol ds Supp.
Dec. 1 6. Releasing that information, M. Reynol ds expl ai ned,
could reveal the direction and progress of the investigations by

identifying both the focus of the governnent’s investigation and

-9-



t hose areas on which the governnment has not concentrated its
efforts. See Reynolds Dec. 16; Reynolds Supp. Dec. § 6. Release
of the information could enable terrorist groups to alter their
own behavi or in response in ways that could increase the danger
to the public, see Reynolds Dec. T 16; Watson Dec. f 15, while
simul taneously chilling the cooperation of potential w tnesses
and the detai nees thenselves. Reynolds Dec. § 15.

As M. Reynol ds expl ai ned, release of the requested
information would also result in an unwarranted invasion of the
privacy of persons who may wi sh that | aw enforcenent interest in
their activities not be made public. Reynold Dec. 1Y 19-23.
| ndeed, as M. Reynolds stated, release of the information may,
in sone cases, even pose a threat to the detai nees’ physical
safety. Reynold Dec. { 19.

2. On August 2, 2002, the district court granted parti al
summary judgnent in plaintiffs' favor.

The court concluded that disclosure of the nanes of the INS
det ai nees coul d not reasonably be expected to interfere with the
ongoi ng enforcenment proceedings and that the nanes were therefore
not protected fromdisclosure under Exenption 7(A). Op. 14-24.
The court rejected the government’s assessnment of senior
government officials that release of the identities of those
persons in whomit had a | aw enforcenent interest could

reasonably be expected to inpair its ongoing investigation by
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providing terrorist groups with know edge regardi ng the focus of
t he governnent’s investigation. The court believed that the
government’s predictive judgments of harmwere entitled to no
def erence because, in the court’s view, such deference is only
appropriate when the governnent seeks to protect information
affecting the national security under FO A Exenption 1. Op. 20-
21. The court further held that, as a matter of law, it could
not properly consider the use that terrorist groups m ght make of
the aggregate disclosure of identities, reasoning that under
Exenption 7(A) it is irrelevant whether release of the identities
woul d contribute to a “nosaic” of intelligence by hel ping
terrorist organizations to map the direction and course of the
government’s investigation. Op. 21-22.

The court rejected the governnment’s view that disclosure of
t he nanes of detainees would deter them from cooperating with the
i nvestigation because the argunment “assunes terrorist groups do
not al ready know that their cell nenbers have been detained.” Op.
15. And it concluded that there was insufficient evidence that
di scl osure of the nanes of detainees could enable terrorist
groups to create false and m sl eadi ng evidence. Op. 23-24. For
simlar reasons, the court determ ned that the nanmes of the
det ai nees’ attorneys were not protected. Op. 34-36.

The court also rejected the governnent’s assertion of

Exenmptions 7(C) and 7(F). The court recogni zed that disclosure
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of the requested information raised privacy and safety concerns.
It believed, however, that the appropriate course under the FO A
was to require disclosure but to permt detainees to opt out of
di scl osure by submitting a signed declaration within fifteen
days. Op. 24-27. The court did not address the inpact on the
public safety that could result from conpelled disclosures.

As to material wtnesses, the court held that Exenption 3
did not apply because Fed. R Cim P. 6(e) did not bar the
di scl osure of the identities of persons detained as nateri al
W tnesses. Op. 27-31. To the extent the governnent relied on
court sealing orders to withhold the nanes of material w tnesses,
the court directed the governnent to produce copies of those
orders for further consideration. Op. 31-32.

The court agreed with the governnent that the dates and
| ocations of arrest, detention, and rel ease were properly
wi t hhel d under Exenption 7(A). Op. 32-34. Disclosure of that
information “would be particularly valuable to anyone attenpting
to discern patterns in the Governnment’s investigation and
strategy,” and it would make detention facilities “vulnerable to
retaliatory attacks.” 1bid. Finally, the court directed the
governnent to conduct a nore thorough search for policy

directives responsive to plaintiffs’ requests. Op. 36-40.
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3. Under the court’s order, the governnment was required to
rel ease information within fifteen days. See Order 2. On August
15, 2002, the district court entered a stay. See Stay Order.

SUMMARY OF ARGUMENT

In the wake of the Septenber 11 terrorist attacks on this
country, the United States began a conprehensive and ongoi ng
i nvestigation of terrorist organizations in the United States and
their operatives. That investigation seeks to bring to justice
those involved in planning and executing the attacks of Septenber
11, and to thwart any future attacks against the United States
and its citizens.

As part of that effort, the Departnment of Justice has
guesti oned many persons who may have rel evant know edge of, or be
connected to, the attacks. |In the course of this questioning,

t he governnent has concl uded (often based on the information
provi ded by the subjects) that sone of these persons were in this
country in violation of the immgration laws. In other cases,

t he governnent has brought crimnal charges or has obtained
material wi tness warrants.

The district court’s ruling in |arge neasure concei ves of
this action as a challenge to the governnent’s right to nmaintain
a system of secret detention. But under the | aw governing INS
det ai nees, crimnal defendants, and material w tnesses, no one is

held in secret detention. Those persons held on crimnal charges
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or as material w tnesses have the right to court-appointed

| awyers. Those held by the INS are provided with lists of pro
bono attorneys. |In addition, all of these detainees are free to
disclose their identities to the press and public. The issue
here i s not whether detainees can be held incommuni cado, but

whet her the governnment is required to provide a conposite list of
all persons whomit has questioned in connection with its
Septenber 11 investigation and to disclose the identities of
persons who would prefer that their connection to the

i nvestigation not be made public.

The governnent properly invoked Exenption 7 of the FOA with
respect to the collection of information that would reveal the
identities of these detainees and of their attorneys.

1. Release of the requested information can reasonably be
expected to interfere with the government’s ongoing investigation
into terrorist activities and is thus subject to Exenption 7(A).
As the governnent explained in the declarations of two career
officials with central responsibility for the ongoing terrorism
i nvestigation, the requested disclosure will provide terrorist
groups with the identities of those persons whomthe governnment
has i nvestigated, and, equally inportant, those whomit has not
investigated in connection with the terrorist attacks. This
informati on can enable terrorist groups to alter their own pl ans,

allow themto provide m sinformation, and underm ne the
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useful ness of informants. Mreover, if persons who have been or
will be detained by the governnment in connection with its
terrorisminvestigation believe that the governnent has little
ability to protect the release of their identities, cooperation
with law enforcenent officials will predictably be di scouraged.

The district court at no point explained why rel easing the
identities of all persons questioned in connection wth Septenber
11 would not interfere with the ongoing investigation. |ndeed,
the court itself recognized that the governnent could not be
conpelled to disclose the “dates and | ocati ons of arrest,
detention, and rel ease,” of persons detained in connection with
the Septenber 11 investigation, Op. 32-34, because discl osure of
“detailed information of this nature . . . would ‘inform
organi zations of routes of investigation that were foll owed but
eventual |y abandoned . . . [and] could provide insights into the
past and current strategies and tactics of |aw enforcenent
agenci es conducting the investigation.”” Qp. 33 (quoting Supp.
Reynolds Dec. 1 6). The court erred in setting aside the
consi dered judgnent of those responsible for the investigation,
and in failing to recognize that the effect of releasing the
identities of the sane persons woul d al so underm ne the
governnment’ s investigation

2. The government properly invoked Exenption 7(C), which

bars di sclosures that would result in an unwarranted i nvasi on of
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privacy, and Exenption 7(F), which exenpts disclosures that
threaten the safety of individuals. Individuals held in
connection with the worst acts of terrorismever to occur on
American soil have a strong interest in avoiding the involuntary
di sclosure of their identities. That disclosure m ght be
stigmatizing and mght in sonme cases even subject persons to
physi cal danger. |Indeed, the district court did not conclude to
the contrary. It believed, however, that the appropriate course
woul d be to require disclosure except where the governnent
produced a sworn decl aration show ng that a detai nee wished to
avoi d di scl osure.

That ruling is unsound and unworkable. The lawis settled
t hat where disclosure would result in an unwarranted invasion of
privacy, disclosure is not required. The court’s order
inmpermssibly rewites the ternms of the governing statute by
requiring disclosure of protected information. That error is not
rectified by the creation of an opt-out procedure that has no
basis in the statute. The i medi ate consequences of the court’s
departure fromthe scheme established by Congress are plain:
hundreds of those already rel eased have been deported or may
otherwise be difficult to contact. Their privacy interests,
whi ch even the district court understood to be substantial, wll

be whol | y unpr ot ect ed.
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The court’s analysis of Exenption 7(F)also fails to consider
the harmto the public safety created by disclosures that wll
i mpair the conduct of the ongoing terrorisminvestigation. The
damage to this investigation, a major purpose of which is to
protect the nation fromfuture terrorist attacks, may be neasured
not only by failed prosecutions but by lost lives. The harmto
t he ongoing investigation thus inplicates the protections of both
Exemption 7(A) and Exenption 7(F).

3. Al subsections of Exenption 7 that the governnent
i nvoked with respect to the detainees apply as well to the
identities of the detainees’ attorneys. The nanmes of attorneys
are sought only as a proxy for the nanmes of the detainees
t hensel ves, and the harmto the ongoing investigation and to the
det ai nees’ privacy parallels the harmcreated by disclosing the
identities of the detainees. Mdreover, the attorneys have an
i ndependent privacy interest in avoiding disclosure of their
connection to persons questioned in connection with Septenber 11
Many attorneys, of course, have no interest in protecting such
information, and they are free to contact the press and public,
as are the detainees thenselves. What should be clear is that
the FO A does not require the governnent to disclose the
identities of persons who choose to avoid such disclosures.

4. The identities of material w tnesses are independently

protected by Fed. R Cim P. 6(e), which creates a broad rul e of
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secrecy covering all proceedings before the grand jury.
Di scl osure here would permt identification of grand jury
Wi t nesses: even if the government did not identify which persons
are being held pursuant to grand jury nmaterial wtness warrants,
as contenplated by plaintiffs' FO A request, any citizen on the
list produced by the governnent who is not subject to crimnal
charges (which are a matter of public record) m ght be assuned to
be a grand jury w tness.
STANDARD OF REVIEW
This Court reviews the district court’s grant of summary

judgnent de novo. See Summers v. Departnent of Justice, 140 F. 3d

1077, 1079 (D.C. Cr. 1998).
ARGUMENT

I. THE IDENTITIES OF THE DETAINEES, MATERIAL WITNESSES, AND
THEIR ATTORNEYS ARE PROTECTED FROM DISCLOSURE BY FOIA
EXEMPTION 7 (A) .

A. Exemption 7 (A) Bars Disclosure If Releasing The
Identities Of All Persons Detained In Connection
With The September 11 Investigation Could
Reasonably Be Expected To Interfere With Ongoing
Enforcement Efforts.

The Freedom of Information Act, 5 U.S.C. 552 ("FOA"),

represent a bal ance struck by Congress bet ween the right of the
public to know and the need of the Governnent to keep information

in confidence.'" John Doe Agency v. John Doe Corp., 493 U. S.

146, 152 (1989) (quoting H R Rep. 89-1497, 89th Cong., 2d Sess.
6 (1966)). Thus, while the FO A enbodies "'a general philosophy
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of full agency disclosure,'" Departnent of the Air Force v. Rose,

425 U. S. 352, 360 (1976) (quoting S. Rep. 89-813, 89th Cong., 1st
Sess. 3 (1965)), the statute recognizes "that public disclosure

is not always in the public interest.” Baldrige v. Shapiro, 455

U S 345, 352 (1982). Consequently, FO A "provides that agency
records may be wi thheld from di scl osure under any one of the nine
exenptions defined in 5 U S.C. 8 552(b)." Ibid. As the Suprene
Court has stressed, the statutory exenptions nmust be construed

"to have a neani ngful reach and application.” John Doe Agency V.

John Doe Corp., 493 U. S. at 152.

Exenption 7(A) allows an agency to withhold "records or
information conpiled for | aw enforcenent purposes, but only to
the extent that the production of such | aw enforcenent records or
information . . . (A) could reasonably be expected to interfere
wi th enforcenment proceedings.” 5 U S.C. 8§ 552(b)(7). Exenption
7(A) applies "whenever the governnent’s case in court . . . would
be harmed by the prenmature rel ease of evidence or information.”

NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214, 232 (1978).

"Congress [in enacting this Exenption] recogni zed that |aw
enf orcenent agencies had legitimte needs to keep certain records
confidential, |est the agencies be hindered in their
i nvestigations." Id. at 224.
As the district court recognized (see Op. 14 n.8), there is

no question that the records at issue are "records or information
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conpiled for | aw enforcenent purposes.” As the court al so

not ed, application of the privilege does not depend on the

exi stence of a specific pending proceeding. See Op. 14 n.9. It
is sufficient that the governnent’s Septenber 11 terrorism
investigation is likely to |l ead to | aw enforcenent proceedi ngs.

See Mapot her v. Departnent of Justice, 3 F.3d 1533, 1539 (D.C

Cir. 1993) (Exenption 7 requires that enforcenent proceedi ngs be

“pendi ng or reasonably anticipated’); Bevis v. Departnent of

State, 801 F.2d 1386, 1389 (D.C. Cir. 1986). Thus, the only
question presented as to the application of Exenption 7(A) is
whet her releasing the identities of all those persons in custody
who have been questioned in connection with the ongoing Septenber
11 investigation could reasonably be expected to "hinder[]" that

uni quely inportant investigation. Robbins Tire & Rubber, 437

U S at 224.

B. Providing Terrorist Groups With A Virtual
Roadmap To The Government's September 11
Investigation Can Reasonably Be Expected To
Interfere With The Government’s Ongoing
Investigation.

Foll owi ng the attacks of Septenber 11, the United States
governnment | aunched an extensive, worldw de investigation of
those terrorist attacks and of threats and attenpts to perpetrate
any further terrorist acts against United States citizens and
interests. Reynolds Dec. Y 2. Four thousand FBI agents are

engaged with their international counterparts in an unprecedented
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effort to prevent further attacks. This is an open and ongoi ng
i nvestigation; the FBI is continuing to follow | eads and conduct
interviews. |bid.?

As part of this investigation, |aw enforcenent agents have
guestioned over one thousand individuals about whom concern has
ari sen. Sonme of these persons have been detained by INS for
immgration violations. Reynolds Dec. 1Y 3-4. These individuals
were originally questioned because there were indications that
they m ght have connections with, or possess infornation
pertaining to, terrorist activity against the United States,
including particularly the Septenber 11 attacks. For exanpl e,
they may have been questioned because they were identified as
having interacted with the hijackers, or were believed to have
information relating to other aspects of the investigation.
Reynol ds Dec. T 10; Watson Dec. Y 8.

These are the persons whose identities plaintiffs insist
shoul d be nade public. |If plaintiffs had sought the identities

of every person questioned in connection with the terrorism

2 The worl dwi de investigation has recently resulted in the
arrests of al Qaeda terrorist cell nenbers in the United States
and the arrest of al Qaeda terrorist |eaders abroad. See, e.q.,
M chael Powel| and Christine Haughney, Terror Cell Broken, U S
Says, Wash. Post (Sept. 15, 2002), at Al; Christine Haughney and
M chael Powell, N.Y. Men Are Called Al Qaeda Trainees, Wash. Post
(Sept. 19, 2002), at Al2; Kanran Khan and Susan Schm dt, Key 9/11
Suspect Leaves Pakistan in U S. Custody, Wash. Post (Sept. 17,
2002) at A1l.
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i nvestigation, the devastating inpact the ongoing enforcenent
efforts would be plain. The inpact should be no | ess evident
here, where plaintiffs have sought the identities of a
significant subset of the persons on whomthe governnent has
focused attention. As the declarations submtted by the
governnent in this case nake clear, release of the conposite
I nformati on woul d provide terrorist groups with an overvi ew of
the governnent’s investigation that can reasonably be expected to
interfere with its ongoing enforcenent efforts.

The governnent’s principal declarants — Janes S. Reynol ds,
Director of the Terrorismand Violent Crime Section of the
Depart nent of Justice, and Dal e Watson, FBlI Executive Assistant
Director for Counterterrorism— are career officials with
central responsibility for the Septenber 11 investigation.® Based
on their | aw enforcenent experience and their know edge of the
structure, operations, intelligence-gathering capabilities, and
nmet hods of foreign terrorist groups, these officials explained
that disclosure of the identities at issue would threaten the
ongoi ng i nvestigation. See Reynolds Dec.; Reynolds Supp. Dec.;

Reynol ds Second Supp. Dec.; Watson Dec.

3 As the district court noted, M. Watson's decl arati on was
originally prepared for use in litigation regarding the opening
of INS administrative proceedings for a Septenber 11 detai nee.
Op. 22. Contrary to the district court’s suggestion, M. Watson,
li ke M. Reynolds, also speaks to the harnms that would flow from
the disclosure of the identities of the detainees at issue here.
See Watson Dec. 99y 15, 18.
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1. a. As the declarations explain, the requested
informati on would allow terrorist organizations to know which
per sons have and have not been questioned as part of the
terrorisminvestigation and would of fer them a roadmap by which
to discern the scope and direction of the federal governnment's
ongoi ng efforts. Reynolds Dec. T 16. Releasing the names of the
det ai nees who nmay be associated with terrorismwould reveal the
direction and progress of the investigation by identifying where
the governnment is focusing its efforts — and, perhaps as
I mportant - where it is not focusing its efforts. Reynol ds Dec.
1 16; Watson Dec. f 15. The records sought are thus
qui ntessentially the type protected from di sclosure by Exenption

7(A). See Swan v. SEC, 96 F.3d 498, 500 (D.C. Gr. 1996)

(Exemption 7(A) allows an agency to keep secret those records
whi ch “coul d reveal nuch about the focus and scope” of the

investigation); Solar Sources, Inc. v. United States, 142 F. 3d

1033, 1039 (7th Gr. 1998)(sane); Mpother, 3 F.3d at 1543 (where
di scl osure would “identif[y] the gl eanings froma nmass of
potential evidence that the agency considers probative of its
case,” it is likely “to provide critical insights into its |ega
t hi nki ng and strategy”).

The inmpact on the |aw enforcenent investigation in this case
is of inmmeasurabl e significance because the governnment’s ongoi ng

investigation is directly linked to its ability to protect the
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public against the current threat of terrorist attacks. By
provi ding insight into what the governnent knows — and does not
know — about their operations, release of the informtion may
enable terrorists to alter their own behavior to frustrate the
governnment's ability to halt ongoing conspiracies. Reynolds Dec.
116; Watson Dec. T 15; Reynolds Supp. Dec. § 6. As M. Watson
expl ai ned, "[u]pon learning that a particular terrorist cell has
been conpromised . . ., the terrorists may switch to an
alternative cell, thereby retaining the ability to nount future
terrorist attacks." Watson Dec. T 15. |If the identities of

t hose associated with cell nmenbers are disclosed, there is also
the very real threat that the disclosure could al so cause the
terrorist groups to "accelerate the timng of a planned attack."
Ibid. Such damaging information is exenpt from di scl osure under

Exemption 7(A). See Morefield v. United States Secret Serv.,

611 F.2d 1021, 1026 (5th Cr. 1980) (disclosure barred where it
woul d enabl e targets to keep abreast of investigations and to
evade their scrutiny).

As the district court itself recogni zed, disclosing
i nformati on that woul d reveal the course of the government’s
i nvestigation will plainly interfere with ongoi ng enforcenent
efforts. Thus, the court correctly held that the governnent
coul d not be conpelled to disclose the “dates and | ocati ons of

arrest, detention, and release,” of persons detained in
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connection wth Septenber 11 investigation, Op. 32-34, declaring
t hat disclosure of “detailed information of this nature could
interfere with the investigation because it would ‘inform

organi zati ons of routes of investigation that were foll owed but
eventual |y abandoned . . . [and] could provide insights into the
past and current strategies and tactics of |aw enforcenent
agenci es conducting the investigation.”” Op. 33 (quoting Reynol ds
Supp. Dec. Y 6). The court also cited the governnent’s

expl anation that “dates and |ocations would be particularly

val uabl e to anyone attenpting to discern patterns in the
Governnent’s investigation and strategy.” Op. 33.

As the district court itself recognized, it could not
properly ignore the cunul ative inpact of disclosing the tine and
pl ace of hundreds of arrests, even if information regarding a
single arrest mght not provide insight into the governnment’s
tactics and strategies. The court’s logic in refusing to comnpel
di scl osure of that information applies with at |east as nuch
force to the nanes of all the individuals detained in connection
with the Septenber 11 investigation.

b. Contrary to the district court’s understanding, Op. 18-
19, 22 n.15, that the governnent has already rel eased a detainee
in no way suggests that disclosure of his identity as part of a
“Septenber 11" list would no | onger inpair ongoing

i nvestigations. That a detainee has been rel eased does not nean
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that he did not inpart valuable information or that he m ght not
continue to be a source of future information.*

More inportantly, the path of the governnent’s investigation
i ncludes all those questioned in connection with the Septenber 11
i nvestigation, including those who have been rel eased or
deported. The list requested by plaintiffs identifies with sone
preci sion who has and who has not attracted the attention of the
U S. government in connection with the terrorisminvestigation.
Di sclosure of that list - including those persons no |longer in
custody - woul d enabl e onl ookers to plot the progress of the
governnment’s investigation, to nake inferences as to what it has
and has not | earned, and to assess strengths and vulnerabilities
in the government’s intelligence-gathering. |I|ndeed, as M.
Reynol ds expl ained, terrorists could make use of the disclosures
in future recruitment, Reynolds Dec. f 16, and could even sei ze
upon the opportunity presented to provide n sl eading evidence,

Reynol ds Dec. § 17. Cf. Alyeska Pipeline Serv. Co. v. EPA, 856

F.2d 309, 312 (D.C. Cr. 1988) (because disclosure “woul d expose

the particular types of allegedly illegal activities being

4 That a detainee has been deported fromthe United States
on grounds unrelated to terrorismdoes not indicate that he or
she had no know edge of or connection to terrorism Even if a
det ai nee coul d al so have been charged with renovability on
terrorismgrounds, the INS was not required to include such a
charge, which mght itself have jeopardi zed the ongoi ng
i nvesti gation.
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I nvestigated,” it would “allow for the destruction or alteration

of relevant evidence, and the fabrication of fraudulent alibis”).
c. As M. Reynolds and M. Watson al so expl ai ned,

di scl osure could inpair the governnent’s ability to obtain

i nformati on from det ai nees who nay be reluctant to expose

t hensel ves to the consequences of cooperation if the fact of

their detention is nade public. Reynolds Dec.  14; Watson Dec.

1 18. Simlarly, the government’s ability to nake use of a

detai nee as a future source of information nay be conprom sed

once his detention is publicized, Reynolds Dec. 15, and the

detai nee’s future usefulness as a witness may be affected by

threats of intimdation, ibid. See Robbins Tire & Rubber, 437

U S at 239 (“The nost obvious risk of ‘interference’ with
enforcenment proceedings is that [targets of an investigation]
will coerce or intimdate [witnesses] in an effort to nmake them

change their testinony or not testify at all”); Solar Sources,

Inc. v. United States, 142 F.3d at 1039 (“Public disclosure of

information could result in . . . chilling and intimdation of
W t nesses”).

2. The sane reasoning that bars conpelled disclosure of the
identities of detainees also precludes disclosure of the names of
their attorneys. In this context, the nanes of attorneys
function as a proxy for the nanes of the detainees thensel ves,

and release of their identities would directly facilitate
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identification of their clients. Reynolds Dec. { 18. The
district court refused to protect the identities of the

attorneys, which are being sought as proxies for the detainees'

I dentities, because it rejected the “[Exenption 7(A)] rational es
as applied to the detainees' identities.” Op. 34. If, however,
as we have shown, the identities of the detainees are exenpt from
di scl osure under Exenption 7(A), there is no basis for requiring
t he governnent to disclose the identities of all attorneys to
permt interested persons to ascertain the nanmes of all of the

det ai nees.

3. Finally, the governnent’s interest in preserving the
efficacy of its investigation is especially conpelling with
respect to those persons detained as nmaterial w tnesses —-
persons believed to have evidence directly relevant to acts of
terrorism Disclosure of the information regarding persons as to
whom courts have issued warrants because of their inportance as
potential w tnesses could send clear signals regarding the

strategy or direction of the investigation.® Reynolds Dec. T 35.

°® The district court believed that the “Governnent's
rationale is contradicted by its own extensive disclosures,” Op.
16, citing plaintiffs' pleadings, which clained that “at |east 26
i ndi vidual s held on material w tness have been publicly
identified . . ., sone reportedly by the Governnent.” [bid.
These pleadings cite to newspaper articles that discuss several
i ndi vi dual s who have sel f-disclosed their identities to the
press, and other individuals publicly charged with crim nal
offenses. Pl. Reply in Support of Their Mtion for Summary
Judgment, 16 n.24 & Exh. 14-15, 18. Access to isolated public
data -- through self-disclosure or through a public crimna
charge -- is not the equivalent of a conposite |ist of hundreds
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C. The District Court Erred In Setting Aside The
Government’s Predictive Judgments And In
Believing That It Should Not Consider The
Ability Of Terrorist Organizations To Map The
Government’s Investigation On The Basis Of A
Composite List.

In ordering disclosure of the names of all persons held in
connection with the Septenber 11 investigation, the district
court concluded that “[t]he governnent has failed to denonstrate
t hat disclosure of nanes could enable terrorist groups to map its
investigation.” Op. 20. The district court offered no sound
basis for this ruling.

1. At no point in its analysis did the district court
expl ai n why the government was wong in stating that providing a
list of the nanes of the Septenber 11 detai nees woul d provide the
terrorist groups a valuable insight into the investigation's
direction, its strengths, and the areas it has yet to devel op.

The court’s reasoni ng depended heavily on its viewthat it
could freely substitute its own assessnent of the inpact of
conpel | ed di scl osure on the ongoing investigation for that of the
persons charged with operating the investigation. |In the court’s
vi ew, because the government did not rely on Exenption 1
deference to its judgnents woul d be inappropriate. Op. 21.

This understanding is mstaken. |ndeed, Exenption 7(A)

necessarily requires a predictive judgnent of what “could

of persons questioned in connection with the terrorism
i nvestigation.
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reasonably be expected to interfere with enforcenent
proceedings.” 5 U S. C. 8§ 552(b)(7)(A). It is entirely
appropriate to withhold material under Exenption 7(A) based upon
the predictive judgnent of the two career officials with
significant responsibility for the ongoing terrorism
i nvestigation that the release of the list of nanes at issue here
could provide the terrorist groups with valuable information --
i nformation that could permt the terrorists to both avoid
capture and to take actions that woul d endanger public safety --
and coul d inpede the investigation by deterring further
cooperation by these and future detainees. | ndeed, these
predictive judgnents are unrebutted in this case.

It is, of course, settled that a review ng court exam nes de
novo an agency's assertions that data is exenpt from disclosure.

See Summers v. Departnent of Justice, 140 F.3d 1077, 1080 (D.C.

Cr. 1998). And a court should not accept the governnent's

assessnents of harmw t hout question. See Pratt v. Wbster, 673

F.2d 408, 421 (D.C. Gr. 1982) ("while our measure of a crimna
| aw enforcenent agency's 'l aw enforcenment purpose' is necessarily
deferential, in recognition of the realities of these agencies
duties and the inportance of their functions, it is not
vacuous").

Equal Iy, however, when a court exam nes the government’s

assessnment of the ways in which terrorist organizations wll use
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I nformati on gl eaned about the governnent’s ongoi ng
i nvestigations, substantial deference to the governnent’s

predictive judgments is plainly proper. See Church of

Scientology of California v. IRS, 792 F.2d 153, 168 n.6 (D.C.

Cir. 1986) (Silberman, J., concurring) ("Congress recognized that
even wthin the de novo review that it directed courts to conduct
under FO A, there was room for deference to the agency on factua
issues relating to the availability of an exenption in a
particul ar case within the agency's del egated area of

responsibility"); cf. McGehee v. CIA 718 F.2d 1137, 1148 (D.C.

Cir. 1983) (courts should not attenpt to “test the expertise of
the agency” in evaluating FO A exenption clainms based on nationa
security). Deference is accorded because the officials charged
Wi th responding to threats to the national security “nust of
course be familiar with ‘the whole picture,’” as judges are not

* x *7  Sins, 471 U.S. at 179. That reasoning does not cease to
be applicable when a court considers the harmthat wll result
fromrevealing informati on about an ongoing terrorism

i nvestigation. |Indeed, as the Suprene Court has expl ai ned,
“terrorismor other special circunstances” warrant “hei ghtened
deference to the judgnents of the political branches with respect

to matters of national security.” Zadvydas v. Davis, 533 U. S

678, 696 (2001).
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The district court cited no respect in which the detailed
and unrebutted assessnents of career officials responsible for
i npl enmenting the investigation into terrorismwere unreasonabl e,
and erred in setting aside these predictive judgnents.

2. The court’s ruling also turned in significant part on
its mstaken view that it could not, as a natter of law, apply a
“mosai c theory” in determning the applicability of the
exenption. Op. 20-21. By this, the district court nmeant that it
was |legally precluded fromconsidering the cunul ative effect of
releasing the identities of all Septenber 11 detai nees (as
opposed to any individual identity in isolation) and also from
considering the use to which the list could be put when exam ned
together with other sources of information. Nothing in |aw or
| ogi ¢ supports this reasoning.

As an initial matter, this is not a case in which a FOA
requester seeks information whose use to foreign intelligence is

not readily apparent. Conpare Sins, 471 U.S. at 177 (disclosure

of the fact that the Cl A subscribed to a publicly avail abl e East
Eur opean journal "could thwart the Agency's efforts to exploit
its value as a source of intelligence information"). \Wat
plaintiffs seek here is not so nuch the building blocks of a
nosai ¢ as the nosaic itself— the list that establishes precisely
who has and who has not been questioned in connection with the

Septenber 11 investigation. The “nobsaic” principle, as applied
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to this case, sinply confirnms the obvious point that in
eval uating the harmto ongoing investigations, the court rmust
consider the curnul ative inpact of releasing the list inits
entirety to the terrorist groups that are the subject of the
i nvestigation. Cf. Swan, 96 F.3d at 500 (a court “nust evaluate
the risk of disclosing records to sone particular FO A requester
not sinply in ternms of what the requester mght do with the
i nformation, but also in terns of what anyone else mght do with
it”).

In any event, the “npsaic theory,” as this Court has |ong
recogni zed, is principally an exercise of conmon sense. As this

Court explained in Halkin v. Helns, 598 F.2d 1, 8 (D.C. Cir

1978), “[i]t requires little reflection to understand that the
busi ness of foreign intelligence gathering . . . is nore akin to
the construction of a nosaic than it is to the managenent of a
cl oak and dagger affair.” The Court el aborated in Hal perin v.

C A 629 F.2d 144, 150 (D.C. Gr. 1980), that “each individual

pi ece of intelligence information, much |ike a piece of jigsaw
puzzle, may aid in piecing together other bits of information
even when the individual piece is not of obvious inportance in
itself.” And the Suprene Court explained in Sins, 471 U S. at
176, that “intelligence work . . . often involves seem ngly

i nnocuous sources as well as unsuspecting individuals who provide

valuable intelligence information.” See also United States. v.
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Marchetti, 466 F.2d 1309, 1318 (4th Cr. 1972) (applying the
nosaic principle to a First Amendnent claim explaining that
“[t]he significance of one itemof information nmay frequently
depend upon know edge of nmany other itens of information. Wat
may seemtrivial to the uninforned, may appear of great nonent to
one who has a broad view of the scene and may put the questioned
itemof information in its proper context”).

Not hing in the logic of Exenption 7(A) suggests that a court
should fail to take into account the ways in which foreign
terrori st organi zati ons may use conpel | ed di scl osures regarding
the governnent’s investigation into their activities. |I|ndeed,
the district court’s understanding is directly contrary to that
of Congress. \Wen Congress reviewed (and, later, significantly
expanded) Exenption 7 in 1983, the Senate Report observed:

Al t hough Exenption 7 currently attenpts to protect

confidential informants and investigations, this

protection can be conprom sed when smal |l pieces of

information, insignificant by thenselves, are rel eased

and then pieced together with other previously rel eased

informati on and the requester’s own personal know edge

to conplete a whol e and accurate picture of information

that shoul d be confidential and protected, such as an

informant’s identity.
S. Rep. No. 98-221, at 23 (1983).
Contrary to the district court’s understandi ng, see Op. 20,

courts have also applied “nosaic” principles in analyzing other

FO A exenptions. See Cappabi anca v. Conm ssioner, 847 F. Supp

1558, 1563 (M D. Fla. 1994) (uphol ding Exenption 2 claimapplied
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to codes used to | abel agency files because “disclosure of the
file nunber, if the code were cracked” could lead to

circunvention of the law); Jan-Xin Zang v. FEBI, 756 F. Supp. 705,

712 (WD.N. Y. 1991) (upholding Exenption 2 claimapplied to
“source synbol nunbers” on agency files because “accumnul ati on of
i nformati on known to be fromthe sane source” could facilitate

identification of sources); Tinken Co. v. U S. Custons Serv., 491

F. Supp. 557, 559-560 (D.D.C 1980) (upholding Exenption 4 claim
applied to informati on about prices because “even if the price
data woul d be insufficient, standing by itself, to allow
conmput ati on of the cost of production, this cost would be
ascert ai nabl e when coupled with other information either
possessed by plaintiff or sought by plaintiff in other pending
FO A actions”).

| ndeed, as noted above, see pages 24-25, supra, the district
court itself adopted the logic of the nosaic principle under
Exenption 7(C) when it held that the governnment could not be
conpel l ed to disclose the “dates and | ocati ons of arrest,
detention, and release,” Op. 32-34, recogni zing that disclosure
of “detailed information of this nature could interfere with the
i nvestigation because it would ‘informorgani zati ons of routes of
i nvestigation that were followed but eventual |y abandoned.
[and] could provide insights into the past and current strategies

and tactics of |aw enforcenent agencies conducting the
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I nvestigation.”” Op. 33 (quoting Supp. Reynolds Dec. § 6). The
sanme analysis is fully applicable to plaintiffs’ attenpt to
identify by name all persons held in connection with the

Sept enber 11 investigation.

The district court expressed concern that the governnent
m ght regularly be able to avoid disclosure of information if it
were able “to lunp together all information related to an ongoi ng
governnment investigation and withhold it solely because innocuous
parts of data m ght be pieced together by terrorist groups.” Op.
21. But the threat to | aw enforcenent arises here not because
the governnent has artificially “lunped together” information,
but because plaintiffs seek the conposite data that describe
preci sely those persons questioned as part of the terrorist
I nvestigation. And the governnment’s concern regardi ng the use of
the information by terrorist groups arises here because the
i nvestigation at issue is the investigation into the nost
devastating act of terrorismever to take place on Anerican soil
Not hi ng in the governnment’s position suggests that Exenption 7 be
br oadened beyond the scope intended by Congress.

3. As discussed, the district court wongly disregarded the
governnent’ s assessnment that production of the |ist of detainees
woul d allow terrorist groups to map the course of the
government’s investigation and to shape their own future behavior

in response, permtting themto prey on perceived gaps in the
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governnment’s information, to generate m sl eading information, and
to identify possible informants.

In reaching this conclusion, and in rejecting the other
concerns set out in the Reynolds decl arations, the court not only
failed to accord any deference to the governnent’s predictive
judgnments, but also, at tinmes, appeared to m sunderstand the
nature of the group of detainees at issue. See Op. 15-16. That
group does not consist wholly of persons suspected of invol venent
in terrorist activities. 1t also contains persons not suspected
of any crimnal offense who m ght have val uabl e know edge about
terrorist activities, perhaps entirely w thout the know edge of
terrorist groups.

Thus, the court was plainly mstaken in concluding that the
government’s fear of inpaired cooperation from detai nees was
groundl ess because “it assunes terrorist groups do not already
know that their cell nenbers have been detained.” Op. 15-16.

Not all detainees at issue are or were suspected of being cel
menbers, and many, for various reasons, have chosen not to
publicly identify thensel ves.

The court further believed that the governnment’s concern
wi th obtaining the cooperation of detainees was m spl aced because
it was not clear whether all detainees have val uabl e know edge.
Op. 17-18. But the district court offered no reason for doubting

the governnment’s assessnent that detai nees who have val uabl e
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I nformation regarding terrorist groups would be unlikely to
provide that information if they knew that those groups woul d be
given their nanes. See CIAv. Sins, 471 U S. 159, 172 (1985)

(noting that intelligence sources wll close up like a clam”
unl ess the government nmintains conplete confidentiality).

| ndeed, the court’s reasoning on this point cannot be reconcil ed
with its recognition that individuals wish to withhold their
identities to avoid endangering their personal safety. See Op.
26-27. For the sane reasons, disclosure of their identities wll

deter such individuals fromcooperating with the government.

Manna v. Departnent of Justice, 51 F.3d 1158, 1165 (3d G r. 1995)

(because La Cosa Nostra is “so violent and retaliatory,” names of
all “interviewees, informants, [and] w tnesses” in crimnal
i nvestigation may be w thheld under Exenption 7(A)).

Moreover, the court erred in believing that the governnment’s
concern with obtaining the cooperation of detainees is limted to
t hose who have been or are now in detention. If it is
established that the governnent has no ability to protect the
I dentities of potential informants from di scl osure under
Exemption 7(A), future potential witnesses in this investigation
may |ikew se be reluctant to cooperate with | aw enforcenent

of ficials.
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In sum the district court erred in concluding that the
identities of detainees and their attorneys and of naterial
wi t nesses are not protected from disclosure by Exenption 7(A).

ITI. THE NAMES OF THE DETAINEES AND THEIR ATTORNEYS ARE
EXEMPT FROM DISCLOSURE UNDER EXEMPTIONS 7 (C) AND 7 (F)
BECAUSE THE DISCLOSURE OF THE INFORMATION WOULD
COMPROMISE THEIR PRIVACY AND ENDANGER THEIR SAFETY AND
THAT OF THE PUBLIC.

A. Compelled Disclosure Would Result In An
Unwarranted Invasion Of Privacy.

Exenption 7(C) bars disclosure of requested records where
di scl osure “coul d reasonably be expected to constitute an
unwarrant ed i nvasi on of personal privacy.” The determ nation
whet her an invasion of privacy is “unwarranted” under Exenption
7(C) requires a balancing of the public interest in disclosure
agai nst the privacy interest that Congress intended to protect

t hrough the exenption. Departnent of Justice v. Reporters

Comm ttee for Freedomof the Press, 489 U S. 749, 762 (1989).

Bot h aspects of this inquiry conpel the conclusion that the
identities of detainees and their attorneys are shielded from
di scl osure.

1. a. This Court has repeatedly recogni zed “that
I ndi vi dual s have an obvi ous privacy interest cogni zabl e under
Exenption 7(C) in keeping secret the fact that they were subjects

of a law enforcenment investigation.” Nation Migazine v. Custons

Serv., 71 F.3d 885, 894 (D.C. Gr. 1995); see also Stern v. FBI

737 F.2d 84, 91-92 (D.C. Cr. 1984) (“[i]ndividuals have a strong
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interest in not being associated unwarrantedly wth all eged
crimnal activity”). Indeed, the nere “nention of an
individual’s nanme in a |law enforcenent file will engender conment
and specul ation and carries a stigmatizing connotation.”

Fitzgi bbon v. CA 911 F.2d 755, 767 (D.C. Cir. 1990).

These concerns are particularly acute given the nature and
magni tude of the Septenber 11 attacks. The detai nees have a
strong interest in avoiding the stigna that mght result from
association with the worst terrorist attack in American history.
The strength of the detainees’ privacy interests (and concerns
about harassnent or reprisal) are particularly strong with regard
to the hundreds of individuals who have al ready been deported —
sone to countries which have a substantial nunber of persons who
support or are synpathetic to the terrorist organizations. This
point is vividly illustrated by the facts alleged in Turknmen v.
Ashcroft, No. 02-CVv-02307-JG (E.D.N. Y. 2002), cited by the
district court. See Op. 26 n.17. The plaintiffs in that case
have all eged that, after being deported, they were subjected to
abuse in their home countries because of their perceived
connection to terrorism and that a “presunption of guilt”
followed themafter their deportation. Turknmen v. Ashcroft, No.
02- CV-02307-JG First Anended C ass Action Conplaint at 9§ 70-72,

89, 125, 148.°

6 There is also a danger of reprisal for those who nay have
(or are believed to have) provided the United States hel pful
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b. Release of the identities of the detainees’ attorneys
could threaten privacy interests in two ways. First, the
attorneys’ names are sought to facilitate identification of the
det ai nees they represent. Wile such identification nmay not be
possi bl e as to each detainee, it is established that the
“government need not ‘prov[e] to a certainty that release wll
| ead to an unwarranted invasion of personal privacy.’” Keys V.

Departnment of Justice, 830 F.2d 337, 346 (D.C. Gr. 1987). Under

the statute, it is necessary only that the privacy violation
“coul d reasonably be expected” - |anguage that Congress

del i berately changed froman earlier version of the statute,
whi ch had required that the disclosure “would constitute” an

i nvasi on of privacy. See Reporters Conmittee, 489 U S. at 756 &

n. 9.

Second, the attorneys have privacy interests of their own
that woul d be violated by disclosure of their nanes. To be sure,
the attorneys are not thensel ves accused or suspected of any
wrongdoing. But in the eyes of some, a stigma may attach to the
representation of individuals connected to one of the worst
crimes in Anerican history. This Court has made clear that the
protection of Exenption 7(C) is not limted to “intinate

enbarrassing i nformati on” but can extend to “professional

information in its war against terrorism See Daniel WIIians,
Arab Reporter Fears Reprisal FromAllies O A Qaeda Suspect,
Wash. Post (Sept. 16, 2002) at Al2.
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activities.” MCutchen v. Departnent of Health and Human Servs.,

30 F.3d 183, 187 (D.C. Cir. 1994). Nor is the exenption limted,
as the district court apparently believed, to cases in which
i ndi vi dual s “have an expectation of anonymty.” Op. 35. To the
contrary, the fact that “*an event is not wholly “private” does
not mean that an individual has no interest in limting
di scl osure or dissemnation of the information.’” Reporters
Commttee, 489 U.S. at 770.

| ndeed, that principle applies with particular force here
where the | awers in gquestion have nade a deliberate choice not
to identify thenselves and their clients. These attorneys have
chosen to avoid the very publicity that plaintiffs seek to inpose
upon t hem

2. Wile the privacy interest is plain, the public interest
in disclosure is not readily apparent. The “only rel evant public
interest in the FO A bal ancing analysis” is “the extent to which
di scl osure of the information sought would ‘she[d] |ight on an

agency’s performance of its statutory duties.’” Departnent of

Def ense v. FLRA, 510 U. S. 487, 497 (1994), quoting Reporters

Conmmittee, 489 U S. at 773; see also Bibles v. O egon Natural

Desert Ass’'n, 519 U S. 355 (1997). As this Court explained in

Nati on Magazi ne, “FO A extends only to those records which revea

sonet hi ng about agency action.” 71 F.3d at 894.
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Rel easi ng the nanes of the detainees will not advance, in
any meani ngful way, the public’ s interest in knowing “‘what their

governnment is up to.’” Reporters Committee, 489 U S. at 773; cf.

Senate of Puerto Rico v. Departnent of Justice, 823 F.2d 574, 588

(D.C. Gr. 1987) (explaining that the court nust determ ne the
public interest in disclosure of “the specific information being
withheld”). In their initial FOA request, the plaintiffs

asserted that there is an overriding public interest in know ng
the activities of the governnent in detaining people in
connection with the Septenber 11 attack.’” Reynolds Dec. { 20.
What ever the nerit of that assertion, the governnent has already
rel eased extensive information regardi ng persons questioned in
connection with its terrorisminvestigation. Wth respect to INS
det ai nees, the governnent has released (1) their place of birth,
(2) their citizenship status, (3) the inmm gration charges brought
agai nst them and (4) the date charges were filed. Reynolds Dec.
1 7. Wth respect to the detainees facing federal charges, the
governnment has disclosed (1) their names, (2) the dates any
charges were filed, (3) the date the detainee was rel eased, if

rel eased, (4) the nature of the crimnal charges fil ed agai nst
them and (5) their lawer’s identity. Reynolds Dec. § 8. 1In
addition, as the district court itself enphasized, detainees are

free to disclose their identities to the public and speak to

journalists about their detention.
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Plaintiffs have failed to explain how know ng the names of
t he det ai nees who have not chosen to disclose their identities
voluntarily would materially contribute to evaluating the
governnent’s performance of its statutory duties. It is the
incremental value of that information that is at issue. |In that

respect, the case parallels Departnent of State v. Ray, 502 U.S.

164 (1991), in which the governnent had al ready rel eased redacted
docunents about its interviews with repatriated Haitian refugees
but had not rel eased the refugees’ names. The Court held that
given the information already rel eased, “[t]he addition of the
redacted identifying informati on woul d not shed any additi onal
i ght on the Governnent’s conduct.” [d. at 178.
The district court nevertheless believed that a public
interest in disclosure exists based on “concerns about
denial of the right to counsel and consular notification, to
discrimnatory and arbitrary detention, to the failure to file
charges for prolonged periods of detention, to m streatnent of
detainees in custody.” Op. 25. This theory is doubly fl awed.
First, sinply knowi ng the nanes of the detainees will do
little to help the public determ ne whether the investigation has

been conducted appropriately. Cf. Safecard Services v. SEC

Reporters Comm, 926 F.2d 1197, 1205 (D.C. G r. 1991) (the

identities of individuals who appear in |aw enforcenent files are

rarely “very probative of an agency’s behavi or or performance”).

-44-



The district court’s contrary view rested on a serious
m sunder st andi ng of the nature of the detentions. The court
observed that “[s]ecret arrests are ‘a concept odious to a

denocrati c society, Op. 3, quoting Morrow v. District of

Col unbi a, 417 F.2d 728, 741-42 (D.C. Cir. 1969). But the
det ai nees are not being held in “secret” in the sense suggested
by the district court. Al detainees have the rights and
protections afforded by the Constitution and governi ng statutes
and regul ations. They are inforned of the charges agai nst them
and they have access to tel ephones in order to contact |awers.
Those detained on material witness warrants are provi ded court-
appoi nted counsel, while those detained on inmm gration charges
are provided with [ists of attorneys who are willing to represent
them on a pro bono basis, see 8 U S.C. § 1229(b)(2). They have
access to the courts to file habeas petitions, and as the
district court noted, some have even filed | awsuits conpl ai ni ng
of alleged abuses. See Op. 26 n.17. |In addition, they are free
to contact reporters or nenbers of the public at |arge. |ndeed,
the district court heavily enphasized the detainees’ ability to
di sclose their identities to the public voluntarily. See Op. 20.
There is mnimal public interest in the disclosure of a |ist of
nanes of those detai nees who have chosen not to identify

t hensel ves to the press and public.
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Second, an asserted public interest in disclosure nust be
based on sonet hing nore than bare all egati ons of governnent

m sconduct. As this Court explained in Safecard Services v. SEC

[Unless there is conpelling evidence that

t he agency denying the FO A request is
engaged in illegal activity, and access to

t he nanmes of private individuals appearing in
t he agency’s | aw enforcenent files is
necessary in order to confirmor refute that
evi dence, there is no reason to believe that
the increnental public interest in such

i nformati on woul d ever be significant.

926 F.2d at 1205-06 (enphasis added); see also Quiifon v. FBI, 86

F.3d 1222, 1231 (D.C. Gir. 1996); MCutchen, 30 F.3d at 188 (the
“mere desire to review how an agency is doing its job, coupled
with allegations that it is not, does not create a public
interest sufficient to override the privacy interests protected
by Exenption 7(C)").7

3. The district court itself recognized the significant

i ndi vi dual privacy and personal safety interests inplicated by

" The court apparently believed that an investigation by the
Justice Departnment’s O fice of the Inspector General, which is
exanm ning the governnment’s treatnent of the detainees, suggests
that there is nerit to clains that some detai nees have been
al | egedly abused. See Op. 26. No wongdoing can be properly be
presunmed fromthe Inspector General investigation. The governing
statute calls for Inspector CGeneral review of conplaints received
and requires a sem -annual report to Congress. See USA PATRI OT
Act, Pub. L. No. 107-56, 115 Stat. 272, 391 (2001), to be
codified at 5 U S.C App. 3 8 8E note. As relevant here, the
I nvestigation confirns that the disclosures sought are
unnecessary to vindicate the public interest in know ng whet her
det ai nees are treated properly. C. MCutchen, 30 F.3d at 189
(when Congress has established a systemfor investigating
m sconduct, “[w] e owe deference to Congress’s judgnment that the
schene it has established is effective”).
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conpel | ed di scl osure and acknow edged that these concerns may
outwei gh the public interest in disclosure. Op. 26-27. Faced
with the need to balance the interest in privacy against the
interest in disclosure, the court could not categorically
conclude that the public interest in disclosure was greater than
the privacy interest to be protected.

In that circunstance, the court should have held that
di scl osure was barred by Exenption 7(C). Instead, it decided to
conpel disclosure absent a sworn statenent from each individua
det ai nee seeking to “opt out” from public disclosure. Op. 27.
This ruling is legally unsound and practically unworkabl e.

Exenption 7(C) precludes conpelled disclosures of
information that could result in an unwarranted invasi on of
privacy, and 7(F) precludes conpelled disclosure of information
that coul d reasonably be expected to endanger the lives or safety
of individuals. Wen these conditions obtain, as they do here,
the statute provides no |license for conpelled disclosures and
contains no authority for a court to devise alternative neans
that (in its view) would protect the interests identified by the
statue. Under the district court’s rule, Exenption 7(C) would no
| onger bar disclosures that would result in an unwarranted
i nvasion of privacy: it would nerely nmandate an opt-out procedure

in all such cases. Thus, for exanple, in Robbins Tire & Rubber

the Court would not have concl uded that the nanes and addresses
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of the witnesses were shielded fromdisclosure to union
representatives. It would have required production of the

i nformati on except in circunstances where the governnment produced
a sworn declaration froman enpl oyee wi shing to shield his
personal information. That is not the law. To the contrary, the
Suprene Court and this Court have read the exenption to operate
wi th categorical rules and commpn sense assunptions. See Nation
Magazine, 71 F.3d at 896 (portions of records in investigatory
files that would reveal subjects, witnesses, and informants in

| aw enforcenent investigations are categorically exenpt from

di scl osure); Reporters Conmittee, 489 U S. at 776.

The district court’s directive that the governnent obtain a
signed statenent from each detainee wishing to “opt out” of
public disclosure is, to our know edge, unprecedented under
Exenmption 7(C) and Exenption 7(F). |Its application here is
particularly unjustifiable. Al detainees were and are free to
identify thenmselves. Yet the great majority have chosen not to
make their status public, thereby preserving their privacy
interests. That choice should be respected. Those detai nees who
have been deported or rel eased presumably expected that their
privacy woul d continue to be preserved. The district court did
not expl ain how the governnment could be expected to track down
hundreds of persons no longer in its custody, many of them no

| onger in this country, to present themwth an “opt-out”
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declaration. As to these persons, the court’s ruling would
provi de no protection at all fromthe unwarranted invasion of
privacy or threat to personal safety resulting fromits order

In sum because the interest in privacy outwei ghs the public
interest in disclosure, the requested records are protected from
di scl osure by Exenption 7(C).

B. Disclosure Could Reasonably Be Expected To
Endanger The Safety Of The Public, Detainees, And
Their Attorneys.

Exenption 7(F) protects fromdisclosure information that
“coul d reasonably be expected to endanger the life or physical
safety of . . . individual[s].”

1. Publicizing the detainees’ identities could endanger the
safety of the detainees thenselves. Al of the detainees were
apprehended in connection with the investigation of the Septenber
11 attacks. Detainees who are affiliated with terrorist groups
coul d be perceived by those groups as potential informants for
the United States, and may be killed to prevent them from
cooperating with the investigation. Reynolds Dec. 1 37. 1In
addition, their friends or famly nmenbers could be threatened
with violence in order to discourage cooperation or as
retaliation for past cooperation with the investigation.

Di scl osure al so may endanger the safety of those detainees
even if they are not thenselves directly involved in any

terrorist activity or associated with those who have engaged in

- 49-



such activities. Wen detainees are publicly identified as
havi ng been arrested in connection with the Septenber 11
i nvestigation, sonme people may concl ude that they nust be
associated with terrorismand sone may seek to retaliate
violently. The problemis particularly acute for those detai nees
still in custody, because it is not unusual for prisoners in a
facility to attenpt to harm or harass those they believe have
been involved in especially heinous crinmes. Reynolds Dec. { 29.
This threat to the physical safety of the detainees applies
as well to their attorneys, who also could face physical harmif
their identities are revealed. Reynolds Dec. f 38. Menbers of
terrorist organi zations may fear that detainees are supplying
their attorneys with too nmuch information; lacking the ability to
communi cate with the detainees while they are inprisoned, they
may instead choose to harmtheir attorneys. 1bid. And, aside
fromterrorist organizations or their synpathizers, others m ght
believe that the detainees’ attorneys, even though professionally
representing the interests of their clients, are working against
the interests of the United States. 1bid. Unlike routine cases
I n which attorneys readily and openly represent clients, these
| awyers are representing individuals who have been detained in
connection with what has been described as an act of war agai nst
the United States and m ght be subject to retaliatory attacks.

Id. 1 25.
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The district court dismssed this concern with the
observation that “lawers are a hardy brand of professionals.”
Op. 35. To the extent that is true, |lawers are perfectly free
to identify thenselves. Wat is at issue here is whether the
government should identify those | awers who by their actions
have shown that they would prefer that their nanmes not be
publicized. The district court also believed that the risk of
harmis slight because citizens “understand the role of defense
| awyers in the Anerican systemof justice.” Op. 36. That may be
true in general, but there undoubtedly are sone cases in which it
is not. And Exenption 7(F) does not require that harm be proven
to a certainty, but only that “it could reasonably be expected.”
That standard is satisfied here.

2. More fundanentally, in applying Exenption 7(F), the
court erred in ignoring the significant harmto the public safety
created by rel easing a conposite of persons questioned in
connection with the ongoing terrorisminvestigation. 1In a
typi cal | aw enforcenent context, disclosures that would reveal
the path of an investigation threaten damage chiefly to
prospective prosecutions and to witnesses. As discussed above,
such damage is plainly threatened here.

In the typical investigation, the harmto the public safety
posed by such disclosures is far | ess substantial than the threat

to prospective prosecutions. The present investigation, of
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course, is anything but typical. It seeks not only to bring
crimnals to justice but to protect the public fromfuture acts
of terrorism As detail ed above, by revealing the infornmation
requested here, the court would offer terrorists a guide to those
persons who are or have been questioned in relation to the
terrorisminvestigation, thereby allowing terrorists to alter
their own future behavior in ways that will endanger the public
safety, while inpairing the useful ness of potential informants
and chilling the cooperation of potential wtnesses. The harmto
this investigation may be neasured not only by failed
prosecutions but by possible loss of |ife, perhaps on a nassive
scal e.

III. THE IDENTITIES OF THE DETAINEES HELD AS MATERIAL
WITNESSES ARE PROTECTED BY FOIA EXEMPTION 3.

As di scussed above, the identities of the detai nees who are
held on material witness warrants are protected from di scl osure
by Exenption 7(A). Disclosure of their identities is also
i ndependent|ly prohibited by Exenption 3 of the FOA 8§ 552(b)(3).

Exenption 3 exenpts matters that are “specifically exenpted
fromdisclosure by statute . . . provided that such statute .
requires that the matters be withheld fromthe public in such a
manner as to | eave no discretion on the issue.” In this case,

i nformati on about the identities of material w tnesses is
exenpted fromdi sclosure under Fed. R Cim P. 6(e)(2), which

prohi bits the governnent from disclosing “nmatters occurring
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before the grand jury.” See Fund for Constitutional Gov't v.

Nat i onal Archives and Records Serv., 656 F.2d 856, 867-68 (D.C.

Cr. 1981) (Fed. R Cim P. 6(e) is a “statute” that bars
di scl osure without allowi ng for the exercise of discretion, and
that it therefore falls within Exenption 3).

Rul e 6(e) creates a broad rule of secrecy covering all

proceedi ngs before the grand jury. Cf. Douglas Gl Co. v. Petrol

Stops Northwest, 441 U. S. 211, 218 (1979) (courts “consistently

have recogni zed that the proper functioning of our grand jury
syst em depends upon the secrecy of grand jury proceedings”). The
rul e covers the substance of testinmony, as well as information
that woul d reveal the scope, focus and direction of the grand
jury proceedings. “Wtness nanes are clearly covered.” Fund for

Constitutional Gov't, 656 F.2d at 869; accord Washi ngton Post Co.

v. Departnent of Justice, 863 F.2d 96, 100 (D.C. G r. 1988);

Church of Scientology Int’'l v. Departnent of Justice, 30 F.3d

224, 235 (1st Cr. 1994); Silets v. Departnent of Justice, 945

F.2d 227, 230 (7th Cr. 1991).

The district court observed that the governnent cannot
“immuni ze” material otherw se subject to disclosure sinply by
publicizing its connection to a grand jury investigation. Op. 29
n.18. But plaintiffs request specifically asked for materi al
Wi tnesses warrants as well as the grounds on which the w tnesses

were being held. Hodes Dec. Exh. A at 1; Reynolds Dec. | 6.
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Moreover, even if the governnent sinply released a |ist nanes of
all those in custody who have been questioned in connection with
t he Septenber 11 investigation, onlookers could infer the
identities of at |east sonme of the grand jury w tnesses. For
exanple, it would be possible for anyone to determ ne that a
detainee who is a citizen (and therefore cannot be an INS
det ai nee), and who has not previously been identified as a
crimnal defendant, nust be held as a material w tness and nust
therefore be a grand jury w tness.

The district court also believed that the exenption did not
apply because it was possible that not all of the materi al
W t nesses were actually grand jury witnesses. Op. 29. This
reasoni ng overlooks that all of the warrants to detain materi al
wWitnesses in this case were “issued to procure a witness’s
testinmony before a grand jury.” Reynolds Second Supp. Dec. | 4.
The fact that the witnesses were expected to testify before the
grand jury, whether or not they actually did testify or were

scheduled to testify, is a “matter occurring before a grand

jury.” See In Re Application of the United States for a Materi al

Wt ness Warrant, F. Supp. 2d ___, 2002 W 1592739, at n.1

(S.D.N Y. July 11, 2002) (where witness was taken into custody
pursuant to a warrant issued in aid of a grand jury subpoena, and
t he proceedi ng had been sealed as ancillary to grand jury

proceedi ngs, neither the witness’'s nanme nor any identifying facts
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about himor the matter would be revealed); In re Gand Jury

Subpoena, 103 F.3d 234, 238 (2d Cr. 1996) (upholding a sealing
order to prevent a “significant risk of disclosing” a proceeding
that “has occurred or which may occur before the grand jury”)
(enphasi s added).

In sum disclosure of the identities of the detai nees who
were material witnesses is prohibited by Exenption 3.

CONCLUSION

For the foregoing reasons, the judgnent of the district

court conpelling disclosure of information should be reversed.
Respectful 'y subm tted,

ROBERT D. McCALLUM JR
Assi st ant Attorney Ceneral

ROSCOE C. HOMRD, JR
United States Attorney

GREGORY G KATSAS
Deputy Assistant Attorney General

MARK B. STERN
(202) 514-5089

ROBERT M LCEB
(202) 514-4332

ERIC D. MLLER
(202) 514-2754
Attorneys, Appellate Staff
Cvil Dvision, Room 9131
U.S. Departnent of Justice
601 “D’' Street, N W
Washi ngton, D.C. 20530-0001

SEPTEMBER 2002

- 55-



CERTIFICATE OF COMPLIANCE WITH RULE 32 (a) (7) (C)
OF THE FEDERAL RULES OF APPELLATE PROCEDURE

| hereby certify, pursuant to Fed. R App. P. 32(a)(7)(0O
and D.C. Crcuit Rule 32(a)(2), that the foregoing brief is not
proportionally spaced, has a typeface of 12 points and contains
12,190 words (which does not exceed the applicable 14,000 word

limit).

Mark B. Stern



CERTIFICATE OF SERVICE
| hereby certify that on this 20th day of Septenber, 2002,
filed the foregoing brief by causing seven copies to be sent by

nmessenger to the Court and the foll owi ng counsel of record:

Arthur B. Spitzer, Esq.
American Cvil Liberties Union

of the National Capital Area
1400 20th Street, N. W #119
Washi ngton, D.C. 20036

Kate Martin, Esq.

Marci a Maack, Esq.

Center for National Security Studies
1120 19th St. NwW

Washi ngton, D.C. 20037

Elliot M M ncberg, Esq.

Peopl e for the Anerican Way Foundati on
2000 M Street, N.W, Suite 400

Washi ngton, D.C. 20036

David L. Sobel, Esg.

El ectronic Privacy Information Center
1718 Connecticut Avenue, N W

Suite 200

Washi ngton, D.C. 20009

| further certify that on this 20th day of Septenber, 2002,
| served the foregoing brief by causing two copies to be sent by

Federal Express to:

Steven R Shapiro, Esq.

Lucan Guttentag, Esg.

Anerican Cvil Liberties Union Foundation
125 Broad Street

New York, N.Y. 10004

Mark B. Stern



-58-



